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- Administrations and Regulators in the Arab
Region

- ITU-D Sector Members in the Arab Region

- Associates in the Arab Region

- Academia Institutions in the Arab Region

- Regional and International Organizations
concerned in the Arab Region

- Arab Regional chairs and vice chairs of the
Advisory Groups and Study Groups

Subject: ITU Centres of Excellence Online Training Course on “Windows Forensic Analysis”

Dear Madam/Sir,

| am pleased to invite your organization to participate in the online training course on “Windows Forensic
Analysis”, organized jointly by the International Telecommunication Union (ITU) and Naif Arab University for
Security Sciences (NAUSS), from 30 to 31 March 2022, as part of the Cybersecurity program under the
auspices of the ITU Centres of Excellence for Arab region. The training will be delivered in English.

The objective of this course is to perform in-depth forensic analysis of Windows 10 operating system to
identify and report potential forensic artifacts. This training provides insights to Microsoft windows operating
system forensics, with practical exercises on forensic imaging, and recovery of forensic artifacts from the
windows OS.

By the end of this training, participants should be able to:

. Understand the best practices in dealing with computer forensics.

. Apply the skills to perform forensic disk image analysis and reporting.
. Identify ways to extract potential artifacts from web browsers.

o Examine windows registry to uncover forensic evidence.

. Analyze Windows event logs to answer critical questions.

This training course targets security professionals, engineers, technical staff, telecom operators,
administrators from government organizations, industry companies and academia, as well as individuals
who are interested in computer forensics.
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Detailed information on this training course is described in the course outline, which can be downloaded from

the ITU Academy portal at the following link (Click here)l. Registration should be made online at the
aforementioned link no later than 23 March 2022.

Should you require any further information, Mr. Ahmed El Raghy, Senior Advisor, at ITU Arab Regional Office,
E-mail: (ahmed.elraghy@itu.int) and Dr. Abdulrazaq Al-Morjan, Director of Centre of Excellence in Cyber
Crimes and Digital Forensics, NAUSS (T-AAlmargan@nauss.edu.sa) are at your full disposal.

Looking forward to your active participation in this online training course.
Yours faithfully,

[Original signed]

Adel M. Darwish

Regional Director
Arab Regional Office

lhttps://academy.itu.int/training-courses/full-catalogue/windows-forensic-analysis
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