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Subject: ITU Centres of Excellence Face-to-Face Training Course on “Digital Forensics”

Riyadh, Saudi Arabia, 19-21 November 2019

Dear Sir/Madam,

| am pleased to invite your organization to participate in the face-to-face training course on “Digital
Forensics” to be conducted in Riyadh, Saudi Arabia, from 19 to 21 November 2019. This course is organized
jointly by the International Telecommunication Union and Naif Arab University for Security Sciences (NAUSS)
as part of the Cybersecurity Programme under the auspices of the ITU Centres of Excellence for the Arab
region.

This training course is organized as part of the activities of NAUSS Cybercrimes and Digital Forensics Summit,
which will be organized during the period 19-21 November 2019. For more information about this summit
(click here).

The training course will be delivered in Arabic and English.

The purpose of this training course is to provide the participants with advanced skills, tools and techniques
concerning computer and digital forensics using lectures and hands-on labs. The following subjects will be
covered:

e Introduction to Digital Forensics
e Cybercrimes

e Digital Forensics tools

e Digital evidence
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At the end of the training, participants will be able to:

o Develop an investigative process for the digital forensics;

e Familiarize with the use of the most popular investigative tools;

e Respond to digital crime and to protect the crime scene;

e Learn how to collect and analyze digital data directory, operation and storage systems;

e Understand and write a digital criminal report including mobile forensics and email crime;

e Identify common areas of malicious software activity and characteristics of various types of
malicious software files.

e Perform live response in intrusion investigation scenarios.

Detailed information on this training course is described in the course outline, which can be downloaded
from the ITU Academy portal at the following link (click here).

The course is targeting security professionals and systems security analysists, incident response teams, law
enforcement officers, operating systems officers, and anyone interested in digital forensic investigations. In
addition, the course is also addressed to cybersecurity specialists and IT administrators.

Registration should be made online at the aforementioned link no later than 10 November 2019. Payment
details are specified in the training course outline.

Should you require any further information, Eng. Mustafa Al Mahdi, Programme Administrator,|TU-Arab
Regional Office, email: (mustafa-ahmed.al-mahdi@itu.int) and Mr. Raid Al-Rashidi, Naif Arab University for
Security Sciences (NAUSS), email: (RAlrashidi@nauss.edu.sa), are at your full disposal.

Looking forward to your active participation in this training course.

Yours sincerely,

[original signed]

Ebrahim Al Haddad
Regional Director
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