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Table Top Exercise (TTX): the unfortunate case of
Mountlandia

NORTANDI{\ QUICK FACTS
= ABOUT

GORILANDIA

MAKALANDIA

When? Used at the end of a couple day training
,National cyber crisis management course”

Why its worth it? Requires the participants to
use the information that we have been
discussing during the training and apply itin
practice

SAUTLANDIA

How it works? Groupwork, injects and timing Biggest limitation: Uneven group dynamics

Why it works (evidence it works): Feedback

If you want to try it, my advice is*: Prepare
from the participants

for various scenarios of group dynamics and
pay attention to small details

*conditions required for success
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So my account number has appeared on the dark web. Please check if
yours is too. Rumour has it, “Mountfinance” is not keeping our data
safe enough - if the account numbers are out, more data will follow...
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What is a table-top exercise (TTX)?

LLC *Mountfinance” customer bank account numebrs appear on the dark web

A simulation or role-playing activity conducted in a meeting room or
conference setting to evaluate and test an organization's response to
various hypothetical scenarios or emergency situations.

&+ Susan Concerned and 219 others 10 comments
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Customers of LLC f Like Comment
“Mountfinance” keep on
sharing concerns about

View more comments

e Lilly R. Shocked
Oh no! Mine has been uploaded too..
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Welcome to Mountlandia Cyber incident in
Mountlandia

~Partl~

QUICK FACTS
MAKALANDIA ABOUT

A small, landlocked country nestled
within the rugged terrain of the Andes
mountains.

Bordered by several larger countries,
Mountlandia has often found itself
navigating delicate diplomatic
relationships to ensure its sovereignty
and security in the region.

MOUNTLANDIA

Main source of income:
rich mineral deposit

+ Digitalisation pace: fast

ISTUNDIA

The incident
In the early hours of the 26th of October, a significant cyber incident occurred that has now
come to public attention. It appears that LLC Mountfinance’, has fallen victim to @

op! y g reveal that sensi
information, specifically numbers, has

unknown y in the bank's
‘onfine banking system. Attacke e occess ing

customer account numbers.

Data Leakage: The cybercriminals responsible for the attack have subsequently leaked a
portion of the stolen data onto the dark web. As of now, only bank GECOUNt NUMbers have
bean confirmed to be part of the data breach. However, the full extent of the breach and the
identity of the attackers remain under investigation.

Current situation
Customers of LLC “Mountfinance” are growing increasingly alarmed as they learn of the
dato breach, The central bank, agency, and

‘agencies are already aware of the situation and are initiating investigations and response
afforts. The media has begun reporting on the incident, and public confidence in the
security of Mountiandia’s financial sector is ot risk.
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